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The Public Bodies (Joint Working) (Scotland) Bill 
 

The Information Commissioner’s Office 
 
Introduction 
 
The Information Commissioner’s Office (ICO) welcomes the opportunity to 
respond to the Health & Sport Committee’s stage 1 consideration of the Public 
Bodies (Joint Working) (Scotland) Bill (the Bill). 
 
Given the ICO’s role as regulator of the Data Protection Act 1998 (the Act), 
this response will be limited to those aspects of the proposals which relate to 
data controller responsibilities and the processing of personal data. More 
generally, some comments are provided on Privacy Impact Assessments and 
the value they can add to policy considerations. 
 
Data Controller Responsibilities  
 
The ICO recognises the many benefits that can accrue from integrated service 
provision. However, in complex organisational relationships involving the 
processing of personal data, it is often difficult to determine which party is a 
data controller and which is a data processor for the purposes of the Act. The 
Act defines a data controller as: 
 
…a person who (either alone or jointly or in common with other persons) 
determines the purposes for which and the manner in which any personal 
data are, or are to be, processed.  
 
A data processor is defined as: 
 
…any person (other than an employee of the data controller) who processes 
the data on behalf of the data controller.  
 
In response to the Scottish Government’s consultation on the proposals, the 
ICO highlighted its concerns over establishing different models of integrated 
service providers as creating ambiguous accountability structures which have 
the potential to be confusing to users. It was felt that individuals seeking to 
exercise their rights under the Act could be confused as to who would be the 
data controller and in which organisation(s) these obligations would reside. 
 
For this reason, the ICO welcomes the clarification provided in Part 1 of the 
Bill. In particular, section 21 places responsibility and liability squarely on the 
person to whom functions are delegated and section 43 clearly identifies the 
responsible organisations in each of the proposed models set out in section 
1(4). Where the model is an integration authority as set out in section 1(4)(c), 
it is assumed that the Health Board and Local Authority will be joint data 
controllers as they will be acting ‘jointly’. 
 
The importance of identifying correctly the extent of liability for data protection 
in the proposed structures is paramount as such liability cannot be abrogated 
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or delegated and the processing of users’ personal data will be sensitive for 
the purposes of the Act. It is noted that further guidance is to be provided in 
respect of the functions under, or in relation to, the provisions of the Bill and 
the ICO would be happy to assist in any areas relevant to data protection. 
 
Processing of Personal Data 
 
In its submission to the Scottish Government consultation, the ICO also 
recognised that the sharing of personal and sensitive personal data will be 
fundamental to the effective operation of the integration authorities. It is 
imperative that any such data sharing is carried out in a safe and secure 
manner, fully underpinned by an agreed Information Sharing Protocol to 
outline the broad aims and extent of sharing, with a robust Data Sharing 
Agreement to define the detail.  
 
Under section 52A of the Data Protection Act, the Information Commissioner 
is required to publish a Data Sharing Code of Practice. Although it is not 
mandatory for data controllers to follow the Code, their compliance with it will 
be taken into consideration in the event of a breach. Given its status, the ICO 
would recommend that in any reference to sharing personal data, cognisance 
should be given to the Code when formulating information sharing protocols 
and/or agreements.  
 
As well as considering the requirements of the Code, any data sharing must 
be undertaken in a safe and secure environment. The seventh Data 
Protection Principle requires that: 
 
…appropriate technical and organisational measures are in place to prevent 
the unauthorised or unlawful processing of personal data, or the accidental 
loss, destruction, or damage to personal data.  
 
Often more weight is given to the technical fixes to the extent that paper files 
and physical security are on the periphery. However, this can be the area of 
greatest vulnerability as can be seen from some of the breach cases on the 
ICO’s website: Taking Action - Undertakings, Enforcement and Monetary 
Penalties - ICO. It is important, therefore, that mutual understanding of 
security issues is included within any agreements/protocols on the 
practicalities of data sharing. 
 
Privacy Impact Assessment 
 
The ICO advocates the use of Privacy Impact Assessments (PIA) at an early 
stage of policy development. A PIA is a process which helps assess privacy 
risks to individuals in the collection, use and disclosure of information and 
helps identify privacy risks, foresee problems and bring forward solutions. 
Whilst there is currently no statutory requirement to undertake a PIA, the 
Scottish Government has endorsed the process within its Identity 
Management & Privacy Principles which were published in 2010. For 
example, Principle 2.1(a) requires that a PIA or proportionate equivalent is 
conducted and published prior to the implementation of a project which 
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involves the collection of personal information whilst Principle 2.9 states that 
wherever proposed legislation has a privacy dimension, a summary of the 
impacts identified in the PIA should be submitted for consideration by the lead 
committee in the Scottish Parliament. 
 
The ICO is not aware of any PIA having been undertaken in relation to these 
proposals despite the likely sensitive nature of the information to be shared 
under the proposals. The ICO recommends, therefore, that a PIA is carried 
out in conjunction with the establishment of the integration authorities and 
would welcome this requirement being included on the face of the Bill or in 
relevant Regulations. 
 
ICO summary of recommendations 
Recommendation one: Data Sharing Code of Practice 
 
Given the importance appropriate and proportionate sharing of personal and 
sensitive personal data will have to the successful operationalization of the 
integration authorities, the ICO recommends that the Bill and/or relevant 
Regulations requires cognisance be given to the ICO’s statutory Data Sharing 
Code of Practice. 
 
Recommendation two: Privacy Impact Assessment 
 
Given the nature of the data involved, the ICO recommends compliance with 
the Scottish Government’s Identity Management & Privacy Principles by the 
inclusion of a requirement to conduct a PIA in conjunction with the 
establishment of integration authorities. 
 
 
The Information Commissioner’s Office 
2 August 2013 
 
 
About the ICO 
The ICO’s mission is to uphold information rights in the public interest, 
promoting openness by public bodies and data privacy for individuals. 
 
The ICO is the UK’s independent public authority set up to uphold information 
rights. We do this by promoting good practice, ruling on complaints, providing 
information to individuals and organisations and taking appropriate action 
where the law is broken. 
 
The ICO enforces and oversees the Data Protection Act 1998 and the Privacy 
and Electronic Communication Regulations 2003, as well as the UK Freedom 
of Information Act 2000 and the UK Environmental Information Regulations 
2004, both of which apply to reserved matters in Scotland. 


